Tulsiramji Gaikwad-Patil College of Engineering & Technology, Nagpur
An Autonomous Institute Affiliated to RTM Nagpur University
Scheme of Instructions and Syllabus
Scheme of Instructions for First Year M. Tech. Programme in Computer Science & Engineering

Semester — 11

Exam Scheme
CT-2| TA/CA

High Performance Computer 15 10
. 4
Architecture
TCP/IP and Network 4 15 10
Programming
High Performance Computer 25
Architecture Lab
TCP/IP and Network 25
Programming Lab

Research Methodology# 25

Course
Category

Contact
Hrs/week

CourseCode Course Title L | T| P Credits

PCC MCS1201

PCC MCS1202
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FC MCS1205

PEC

MCS1206-08

Professional Elective - |1

10

PEC

MCS1209-11

Professional Elective — IV

10

MCC

MAU1202

Audit Course — 11 (Research
Paper Writing)

Total | 18 04 22 18 60 60 115 315 550

L- Lecture  T-Tutorial P-Practical CT1-Class Testl  CT2- Class Test 2
End Semester Examination (For Laboratory: End Semester Performance)

*- Professional Elective / Audit Course / Open Elective (list is provided at the end of structure)
# Students are expected to complete either by attending the classes in college or by appearing online NPTEL/Swayam Certification for 03 credits (course will

be consider only after submission of the certificate).
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Scheme of Instructions and Syllabus
Scheme of Instructions for First Year/Second Year M. Tech. Programme in Computer Science & Engineering

List of Professional Elective Courses

Semester — I

Program Elective -1 Program Elective - II

Advanced Digital Image . :
Processing MCS1109 Advanced Operating System Design

MCS1106

Distributed Databases MCSI1110 Statistical Machine Learning

MCS1107

MCS1108 Software Architecture MCSI1111 ~ Block Chain Technology

Semester — II

Program Elective - ITI Program Elective - IV

Cloud Computing

MCS1206 Bioinformatics MCS1209

Big Data Analytics MCS1210 Deep Learning

MCS1207

MCS1208 Information Security MCS1211 Digital Forensic J
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Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University
NAAC Accredited (A+ Grade)

Program: M. Tech. Computer Science & Engineering

Semester Course Name of Course Credits
L T P
Code
| MCS1201 | High Performance Computer Architecture 03 - - 03

Pre-Requisites: Computer Architecture Organisation.

Course Objectives:

1 | Provide systematic and comprehensive treatment of the hardware and the software high performance

techniques involved in current day computing.

2 | Introduce the fundamentals of high performance computing with the graphics processing units and many

integrated cores using their architectures and corresponding programming environments.

3 | Introduce the learner to fundamental and advanced parallel algorithms through the GPU and MIC

programming environments.

4 | Provide systematic and comprehensive treatment of the components in the pipeline that extract instruction

level parallelism.

5 | Provide a strong foundation on memory hierarchy design and tradeoffs in both uniprocessor and

multiprocessors.

Course Contents

Unit |

Theory of Parallelism: Parallel Computer Models, The State of Computing, Multiprocessors and
Multicomputer, Multivector and SIMD Computers, PRAM and VLSI Models, Architectural Development
Tracks, Principles of Scalable Performance: Performance Metrics and Measures, Speedup and Performance
Laws.

Unit 11

Pipelining: Basic concepts, instruction and arithmetic pipelines, and hazards in a pipeline: structural,
data and control hazards, overview of hazard resolution technique, Dynamic instruction scheduling,
branch prediction techniques, Exception handling, Pipeline optimization techniques, Compiler
techniques for improving performance.

Unit 111

Instruction Level Parallelism: Concepts and Challenges, Basic Compiler Techniques for Exposing
ILP, Reducing Branch Costs with Prediction , Overcoming Data Hazards with Dynamic Scheduling
,Dynamic Scheduling: Algorithm, Data level and Thread Level Parallelism.

Unit IV

Memory Hierarchies: Basic concept of hierarchical memory organization, Hierarchical memory
technology, main memory, Inclusion, Coherence and locality properties, Cache memory design and
implementation, Techniques for reducing cache misses, Virtual memory organization, mapping and
management techniques, memory replacement policies, RAID.

Unit VvV

Parallel and Scalable Architecture: Multiprocessors and Multicomputer: Multiprocessor System
Interconnect, Cache Coherence and Synchronization Mechanism,

Multivector and SIMD Computers: Vector Processing Principles, Multivector-Multiprocessor,
Compound Vector Processing.

Text Books

T.1

John. Hennessy & David A . Patterson, “Computer Architecture A quantitative approach”, 5 th Edition,
Morgan Kaufmann Publications.

T.2

Kai Hwang and A. Briggs , “Computer Architecture and parallel Processing ” , International Edition
McGraw-Hill.

Reference Books

Kai Hwang and Naresh Jotwani, “Advanced Computer Architecture: Parallelism, Scalability and

R.1 Programmability” 2 nd Edition, TMH Publications
R.2 Davi_d A_. Kular and Jasvinder Pal Singh,“ Parallel Computer Architecture”, Morgan Kaufmann
' Publications.
Useful Links
1 https://onlinecourses.nptel.ac.in/noc20_me61/preview
2 https://nptel.ac.in/courses/106/105/106105033/




Course Outcomes PO/PSO CL CI"’.‘SS
Sessions

Design, formulate, solve and implement high

MCS1201.1 | performance versions of standard single threaded PO1,PO2,PO3 6 9
algorithms
Demonstrate the architectural features in the

MCS1201.2 GPU and MIC hardware accelerators. POL,PO2,PO3 2 9
Design programs to extract maximum

MCS1201.3 | performance in a multicore, shared memory PO1,PO2,PO3 6 9
execution environment processor
Design and deploy large scale parallel

MCS1201.4 | programs on tightly coupled parallel systems PO1,PO2,PO3 6 9
using the message passing paradigm.

MCS12015 Abll_lty to Work_Wlth Multiprocessors and PO1,PO2,PO3 3 9
Multicomputer Architecture

Tulsiramji Gaikwad-Patil College of Engineering and Technology

Wardha Road, Nagpur-441 108

An Autonomous Institute Affiliated to RTM Nagpur University

NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science & Engineering

Semester Course Name of Course L |T|P Credits
Code
I MCS1201 | High Performance Computer Architecture 3| -1 - 3
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of Reason

proposed content

No Modification

RTM Nagpur University

Strengthen PO4 Modern
tool usage




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An autonomous institute affiliated to RTM University, Nagpur
NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science & Engineering

Semester | Course Code Name of Course L T | P | Credits

IS
o
o

MCS1202 TCP/IP and Network Programming 4

Pre-Requisites: TCP/IP , Computer Network

Course Objectives:

1 | To study various network elements and devices and Network design

To study the various layers of the TCP/IP protocol suite and routing protocols

2
3 | To study the various security protocols, vulnerabilities, attacks and defense mechanism
4 | To study the network programming using Java.

Course Contents

Network Design: IP addressing, Internet work Connectivity -MAU’S, Multiplexers, cables, Repeaters,

Unitl Bridges, Routers, layers switches, Hubs, Gate, VLANS, Planning A Network , Network Design .
Network Layer: Internet protocol(IP), Address resolution protocol(ARP), Reverse address resolution

Unit 11 protocol(RARP), Internet control Message protocol(ICMP), Internet group management
protocol(IGMP) Real Time Traffic over the internet (RTP, RTCP),(RTP)Real time transport
protocol,(RTCP) RTP control protocol etc
Routing Protocols: Unicast Routing Protocols (RIP, OSPF, and BGP), Multicasting and Multicast

Unit 11 Routing Protocols. RIP (Routing information protocol), OSPF (Open shortest path first), BGP(Border
gateway protocol)

Unit 1V Transport Layer: User Datagram Protocol (UDP), Transmission Control Protocol (TCP), Stream
Control Transmission Protocol (SCTP)
Application Layer Protocols: Host Configuration: BOOTP and DHCP, Domain Name System (DNS),

Unit VvV Hyper Text Transfer Protocol: HTTP, File Transfer: FTP and TFTP, Electronic Mail: SMTP, POP, and
IMAP, Network Management: SNMP, World Wide W eb: HTTP

Text Books

T.1 | Behrouz A. Forouzan, “TCP/IP Protocol Suite”, III Edition, Tata McGraw Hill, 2005.

T2 Elliotte Harold “Java Network Programming “O'relly Publications E. Comer, “Internetworking with TCP/IP Vol-

111, (BSD Sockets Version), second Edition, PHI.

Reference Books

R.1 | TCP/IP Network Administration, Craig Hunt, O'Relly Publication.

R.2

Internetworking with TCP-IP: Design, Implementation, and Internals, by D. E. Comer and D. L. Stevens Vol Il,
Prentice Hall.

Useful Links

1 | http://homepages.inf.ed.ac.uk/rbf/CVonline/Imagedbase.htm

2 | https://www.cs.cmu.edu/~cil/v-images.html



http://homepages.inf.ed.ac.uk/rbf/CVonline/Imagedbase.htm
https://www.cs.cmu.edu/~cil/v-images.html

Course Outcomes PO/PSO CL Clqss
Sessions
Analyze the knowledge of various network devices
MCS1201.1 | and planning designing the network for the PO1,PO2, PO3 4 9
organization
Evalauate TCP/IP suite and different TCP/IP layers
MCS1201.2 | such as network layers, transport layers, application PO1,PO2, PO3 5 9
layers.
Analyze  the knowledge of network security,
MCS1201.3 | protocol security and network attacks, defense PO1,PO2, PO3 4 9
mechanism and their vulnerabilities etc. 4
MCS1201.4 | Evaluate basic knowledge of network programming. PO1,PO2, PO3 5 9
MCS1201.5 | Create the routing protocol PO1,PO2, PO3 6 9
Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An autonomous institute affiliated to RTM University, Nagpur
NAAC Accredited (A+ Grade)
Program: M. Tech Computer Science and Engineering
Semester | Course Code Name of Course L P Credits
1 MCS1202 | TCP/IP and Network Programming 4 - 4
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of proposed content Reason

VJTI, Mumbai

New Subject




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University
NAAC Accredited (A+ Grade)

Program: M. Tech. Computer Science Engineering

Semester | Course Code | Name of Course L T P | Credits

MCS1105 | High Performance Computer Architecture - -2 1

Pre-Requisites: Computer Architecture Organisation..

Course Objectives:

1. | Provide systematic and comprehensive treatment of the hardware and the software high performance techniques

involved in current day computing.

2. | Introduce the fundamentals of high performance computing with the graphics processing units and many

integrated cores using their architectures and corresponding programming environments.

3. | Introduce the learner to fundamental and advanced parallel algorithms through the GPU and MIC programming

environments.

4. | Provide systematic and comprehensive treatment of the components in the pipeline that extract instruction level

parallelism.
Course Contents
What are Linear Pipeline Processors and Nonlinear Pipeline Processors? Consider following
pipelined processor specified by Reservation Table.
S1 1 2 3 4 5 6
S2 X X
S3 X X
S4 X
S5 X
1 S6 X X
I.  List the set of forbidden latencies and the collision vector.
ii. Draw a state transition diagram showing all possible initial sequences (cycles)
without causing a collision in pipelining.
iii.  Listall simple cycles and greedy cycles.
iv.  What is MAL of this pipeline?
v.  What will be maximum throughput of this pipeline?
vi.  What will be the throughput if minimum constant cycle is used?
2 Design Omega network for n=(0,7,6,4,2)(1,5)(3)with two switch setting specify types of switches
" | required for designing a network.
3. | Case Study on Cray Y-MP architecture.
4. | Design and implement TOMASULO’S ALGORITHM
5. | Case Study on Fujitsu VP2000 series supercomputer architecture.
6. | Case Study on PowerPC Architecture, IBM Power7 and Blue Gene.
Vectorize the following code:
7 Do[i]=1,N
' A(l1+1)=A(1)+3.14159
End do
8. | Simulate implementation of a direct mapped cache.
Text Books
T1 John. Hennessy & David A . Patterson, “Computer Architecture A quantitative approach”, 5 th Edition, Morgan
Kaufmann Publications.
T2 | Kai Hwang and A. Briggs , “Computer Architecture and parallel Processing ”, International Edition McGraw-




[ Hill.

Reference Books

R1

Kai Hwang and Naresh Jotwani, “Advanced Computer Architecture: Parallelism, Scalability and
Programmability” 2 nd Edition, TMH Publications

R2

David A. Kular and Jasvinder Pal Singh,* Parallel Computer Architecture”, Morgan Kaufmann Publications.

Useful Links

1

https://onlinecourses.nptel.ac.in/noc20_me61/preview

2

https://nptel.ac.in/courses/106/105/106105033/

Course Outcomes PO/PSO CL L"’}b
Sessions
Design, formulate, solve and implement high
MCS1104.1 performance versions of standard single threaded PO1,PO2,PO3 4 9
algorithms
MCS1104.2 i i i
List the architectural features in the GPU and POLPO2,PO3 3 9

MIC hardware accelerators.

MCS1104.3 Design programs to extract maximum
performance in a multicore, shared memory | PO1,PO2,PO3 4 9
execution environment processor

MCS1104.4 Design and deploy large scale parallel
programs on tightly coupled parallel systems | PO1,PO2,PO3 6 9
using the message passing paradigm.

MCS1104.5 Ability to work with Multiprocessors and

Multicomputer Architecture PO1,PO2,PO3 > o




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University
NAAC Accredited (A+ Grade)

Program: M. Tech. Computer Science Engineering

Semester | Course Code | Name of Course L T P | Credits

1 MCS1204 | TCP IP & Networking Programming Lab | - - 2 1

Pre-Requisites: TCP/IP and Computer Network

Course Objectives:

1. | To understand Network Programming Analysis and Design

2. | To understand Socket Programming Analysis and Design

3. | To understand the Electronic Communication media management

Course Contents

Building Applications in network environment

Client Server socket programming.

Building E-Mail systems.

Implement FTP, chat applications.

Study Linux network command , network security and management

UDP socket programming

Njo|o MW

Managing and tuning the TCP connection.

8. | Implement RMI,RPC using JAVA

Text Books

T1 | “JAVA Network Programming” Wielly Publications

T2 | Linux administration Handbook by Evi Nemeth ,Garth Snyder

Reference Books

R1 “TCP/IP Essentials” a lab based approach by Shivendra Panwar, Shiwen Mao, Jeong-dong Ryoo, and
Yihan Li.

Useful Links

1 | https://onlinecourses.nptel.ac.in/noc21_cs69/preview

2 | https://nptel.ac.in/courses/106/106/106106179/




Lab

Course Outcomes PO/PSO CL .
Sessions

Analyze the knowledge of various network

MCS1104.1 devices and planning designing the network for PO1,PO2,PO3 4 9
the organization

MCS1104.2 Evaluate TCP/IP suite and different TCP/IP
layers such as network layers, transport layers, PO1,PO2,PO3 3 9
application layers.

MCS1104.3 Analyze the knowledge of network security,
protocol security and network attacks, defense PO1,PO2,PO3 4 9
mechanism and their vulnerabilities etc. 4

MCS1104.4 i
Evaluate _ basic knowledge of network POL,PO2,PO3 6 9
programming.

MCS1104.5 Create the routing protocol PO1,PO2,PO3 5 9




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM University, Nagpur
NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science & Engineering

Semester Course Code Name of Course L T P Credits

MCS1205 Research Methodology 3 - - 3

Pre-Requisites: NIL

Course Objectives:

1. | Introduction to philosophy of research.
2. | Understand conceptual and methodological issues that will conduct successful research
3. | Understand process of planning and proposing, testing of hypothesis.
4. | Understand different statistical analysis methods.
5. | Develop research and article writing skills.
Course Contents
Research Foundation
Unit | What is Research, Objectives of Research, Types of Researqh, Scientific _
Research, Research and Theory, Conceptual and theoretical Models, Philosophy of research,
Physical, psychological health and research.
Review of Literature
Unit I1 | Need for Reviewing Literature, What to Review and for what purpose, Literature Search Procedure,
Sources of Literature, Planning of Review work, Note Taking, Library and documentation
Planning of Research
Unit 111 | The planning process, Selection of a Problem for Research, Formulation of the Selected Problems,
Hypothesis, Research Design and Sampling, Measurement, Research Design/Plan
Processing of Data and Statistical Analysis of Data
Unit IV Introo_luctio_n to Statistical Sqftware, St_atistical_ analysis of_ data MINITAI_B, SPSS_, Measure§ of
Relationship, Simple Regression Analysis, Multiple Correlation and Regression, Partial Correlation,
Questioners Preparation and Presentation Skills, Application Orientation in Research.
Report and Thesis writing
Types of Reports, Planning of Report Writing, Research Report Format, Principles of Writing, Data
Unit V and Data Analysis Reporting in a Thesis, Use of Endnote, Language Proficiency, Citations and
Plagiarism, Bibliography, API , appendix, table, Observations arrangement, Preparation of type
script and lay-out of thesis, Use of LATEX Indexing of Journals, Impact factor and social Media for
Researchers..
Text Books
T1 Research Methodology: Methods and Techniques by C. R. Kothari, New Age International Publishers,
ISBN:81-224-1522-9
T Statistical Methods for Research Workers by Fisher R. A., Cosmo Publications, New

Delhi ISBN:81-307-0128-6

Reference Books

R1

Design and Analysis of Experiments by Montogomery D.C. (2001), John Wiley, ISBN:
0471260088

R2

Methodology of Research in Social Sciences by O. R. Krishnaswamy and M.
Rangnatham Himalaya publication House, 2005, ISBN: 8184880936




R3 | SPSS online manual

Useful Links

1 \https://nptel.ac.in/courses/127/106/127106227

Course Outcomes PO/PSO CL Cla_lss
Sessions

MCS1205.1 | Analyze philosophy of research. PO1,PO2, PO3 4 9
MCS1205.2 Apply conceptual and methodological issues POLPO2, PO3 3 9

that will conduct successful research

Analyze process of planning and proposing,
MCS1205.3 testing of hypothesis. PO1,PO2, PO3 4 9
MCS1205.4 | Analyze different statistical analysis methods. PO1,PO2, PO3 4 9
MCS1205.5 | Develop research and article writing skills. PO1,PO2, PO3 6 9




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University, Nagpur
NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science Engineering

Semester

Course Code | Name of Course L T P Credits

MCS1206 Bio Informatics 3 - - 3

Pre-Requisites: Advanced Digital Image Processing

Course Objectives:

1. Learn various algorithms for sequencing and alignments
2. Implement proof of concepts for the algorithm studied with some sample data
3. Evaluate how networks, algorithms, and models are employed in bioinformatics

Course Contents

Introduction, chronological history of Bioinformatics, evolution of Bioinformatics in CSE,
Alignment of pairs of sequences; Introduction,Definition of sequence alignment, Methods ,Dot
Unit | | matrix sequence comparison
Sequences: Problem statement, Edit distance and substitution matrices, Global and local
alignments, Spliced alignment, Space-efficient sequence alignment, Multiple alignment
Phylogenetic trees: Large parsimony and small parsimony problems, Probabilistic approaches,
Unit 11 GramrTlar-based approaches . . . .
Overview of Gene Control, Working of Genetic Switches, Introductory Systems Biology, The
biochemical paradigm, genetic paradigm and the systems paradigm
Unit 111 Building an Organism Startin.g Erom a Single Cell ,_Ql.Jorum Sensing ,I?rogramn_1ed Population
Control by Cell,Cell Communication and Regulated Killing; Gene regulation at a single cell level
Transcription Networks ,basic concepts,coherent Feed Forward Loop (FFL) and delay gate ,The
Unit IV | incoherent FFL ,Temporal order, Signaling networks and neuron circuits ,Aspects of multi,stability
in gene networks.
Probabilistic Methods: Introduction to Learning Bayesian Networks from Data,Modeling
Unit V | biological systems, Hidden Markov models
Pathways and networks, Micro-arrays, Biomedical images, Genetic Algorithms and applications
Text Books
T1 Dan E. Krane, Michael L. Raymer, “Fundamental Concepts of Bioinformatics,”, Pearson
Education, Inc. Fourth Edition, 9780805346336.
T2 Harshawardhan P. Bal, “Bioinformatics Principles and Applications”, Tata McGraw-Hill,
seventh reprint, 9780195692303.
T3 Alon. Chapman & Hall/CRC Press“An Introduction to Systems Biology: Design Principles of

Biological Circuits”.

Reference Books

R.1

Teresa Attwood, David Parry-Smith, “Introduction to Bioinformatics”, Pearson Education Series,
9788180301971

R.2

R. Durbin, S. Eddy, A. Krogh, G. Mitchison., “Biological Sequence Analysis: Probabilistic Models
of proteins and nucleic acids”, Cambridge University Press, 9780521629713.




Useful Links

1 https://archive.nptel.ac.in/courses/102/106/102106065/

2 https://bioboot.github.io/bioinf525 w16/class-material/lecturel-1 525 W16 _large.pdf

3 https://onlinecourses.swayam?2.ac.in/cec21_bt04/preview

Course Outcomes PO/PSO CL CI&.‘SS
Sessions
Analyze Bioinformatics,Method for
MCS1106.1 bioinformatics PO1,PO2,PO3 4 9
Estimate Phylogenetic trees and Gene
MCS1106.2 control and Genome Algorithms POL,PO2,PO3 4 9
MCS1106.3 | Summarize cell and Quorum Sensing PO1,PO2,PO3 5 9
MCS1106.4 | Evaluate Transcription Networks PO1,PO2,PO3 5 9
Illustrate Probabilistic Methods for bio
MCS1106.5 informatics PO1,PO2,PO3 6 9

Tulsiramji Gaikwad-Patil College of Engineering andTechnology
Wardha Road, Nagpur-441 108

An Autonomous Institute Affiliated to RTM Nagpur University, Nagpur
NAAC Accredited with A+ Grade

proposed content

Program: M.Tech. Computer Science & Engineering
Semester Course Code Name of Course L T | P Credits
Il MCS1206 Bioinformatics 3 - - 3
Summary of Revisions in the Contents
Source of
Unit No. Modifications Proposed collection of Reason

Used in Industry purpose with

VNIT ,Nagpur

Real time used for making projects
Medical field




Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University, Nagpur
NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science Engineering

Semester Course Code | Name of Course L T P | Credits
1 MCS1207 | Big Data Analytics 3 - - 3
Pre-Requisites: Database Management system

Course Objectives: At the end of the course students will be able to

1.

Understand the basics of business analytics and its life cycle.

2.

Gain knowledge about fundamental business analytics and To acquire insight on other analytical
frameworks.

3.

Learn modeling for uncertainty and statistical inference and understand analytics using Hadoop and
Map Reduce frameworks.

Course Contents

Unit |

Introduction to Big Data: Characteristics of Data ,Classification of Data, Evolution of Big Data
,Definition of Big Data , Challenges with Big Data ,5Vs of Big Data , Non Definitional traits of
Big Data — Business Intelligence vs. Big Data ,Challenges of big data, Need of big Data analytics,
Importance of big data analytics ,Big Data Analytics: Classification of analytics.

Unit 11

Types of Big Data Analytics: Prescriptive Analytics, Diagnostic Analytics, Descriptive
Analytics, Predictive Analytics, Cyber Analytics. Comparison of Types of big data analytics.

Big data Architecture: Data source layer, Ingestion layer ,Storage layer, Physical Infrastructure
layer ,Platform management layer etc.

Unit 111

Distributed and parallel computing to big data : Framework,Tools: Sql,NoSQL

Introduction to Hadoop : Need of Hadoop, Limitation of RDBMS, RDBMS VS HADOOP
,Hadoop Components ,Architecture, HDFS ,Map Reduce: Mapper, Reducer, Combiner |,
Partitioner , Searching , Sorting ,Compression.

Hadoop 2 (YARN): Architecture — Interacting with Hadoop Eco systems

Unit IV

Technologies handling Big data : Pig : Introduction to PIG(Data flow), Execution Modes of Pig,
Comparison of Pig with Databases, Pig Latin, Data types used in pig, Data Processing operators
,Pig on Hadoop

Hive (SQL): Introduction to Hive, Hive Shell, Hive Services, Hive Metastore, Comparison with
Traditional Databases, Hive QL, Tables, Querying Data and User Defined Functions. Pig Vs Hive
Spark : Introduction to data analytics with Spark, programming with RDDS, Working with key
value pairs, Advanced spark programming

Hbase : HBasic, Concepts, Clients, Example, Hbase Versus RDBMS.

Big SQL : Introduction

Unit VvV

Big data analytics tools : Kafka, Spark, Apache ,Splunk,R programming,Data Visualization :
Tableau
CART Algorithmn used big data analytics Case study on playing Tennis .Application Big data
analytics

Text Books

T.1

Pries, Kim H. and Dunnigan, Robert; Big Data Analytics - A Practical Guide for Managers;
CRC Press; 2015.

T.2

Seema Acharya, Subhashini Chellappan, “Big Data and Analytics”, Wiley Publication, 2015.




T.3

Loshin, David; Big Data Analytics - From Strategic Planning to Enterprise Integration with
Tools, Techniques, NoSQL, and Graph; Morgan Kaufmann; 2013.

Reference Books

R.1

Marz, Nathan and Warren, James; Big Data - Principles and Best Practices of Scalable Real-
Time Data Systems; Manning Publication; 2015.

R.2

Prajapati, Vignesh; Big Data Analytics with R and Hadoop; Packt Publishing; 2013.

Useful Links

1 | https://nptel.ac.in/courses/106/105/106105036/

2 | https://nptel.ac.in/courses/106/105/106105172/

Course Outcomes PO CL CI"’.‘SS
Sessions
Analyze Big data analytics characteristic
MCS1207.1 ,Challenges with real world POLPO3 4 9
Categorize types of Big Data analytics and
MCS1207.2 Architecture PO1,PO2,PO3 5 9
Evaluate Big data with Distributed and
MCS1207.3 parallel computing and Analyze | PO1,PO2,PO3 5 9
Hadoop,Mapreduce
Differentiate various technology handling
MCS1207.4 big data : Hive,Spark ,Hbase PO2,PO3 6 9
MCS1207 5 Estlmate_ Big data analytic tools and Case POL.PO2,PO3 4 9
study on it
Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University, Nagpur
NAAC Accredited (A+ Grade)
Program: M. Tech Computer Science & Engineering
Semester Course Code Name of Course L T P Credits
1 MCS1207 Big Data Analytics 3 - - 3
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of proposed Reason
content
New Subject Anna University, Chennai Real time project in
Industry



https://nptel.ac.in/courses/106/105/106105036/
https://nptel.ac.in/courses/106/105/106105172/

Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University
NAAC Accredited (A+ Grade)

Program: M. Tech Computer Science Engineering

Semester Course Code | Name of Course L T P | Credits

1 MCS1208 | Information And Cyber Security 3 - - 3

Pre-Requisites: - Nil

Course Objectives: At the end of the course students will be able to

1. | To learn the foundations of Information of cyber security

2. | To become familiar with the design technologies for individuals and persons with disabilities.

3. | To learn the guidelines for information and cyber security..

Course Contents

Overview of security, Need of Information Security, Attributes of security, OSI Security
Unit | | Architecture, security mechanisms. Security Attacks, Security services, A model of
Internetwork Security.

Conventional Encryption: Classical Encryption Techniques and Problems on classical
ciphers, Security architecture. Introduction to Secret key and cryptography, Encrypt given
messages using DES, AES, IDEA, IDEA, RC5,Problems on cryptography algorithms, stream
cipher, block cipher modes of operation, key distribution.

Unit 1l

Message Authentication Algorithms and Hash Functions: Authentication requirements,
Unit Il | Functions, Message authentication codes, Hash Functions, Secure hash algorithm, Whirlpool,
HMAC, CMAC, Digital signatures

Authentication Applications: Kerberos, X.509 Authentication Service, Public — Key
Infrastructure, Biometric Authentication.

Security Technology, IDS, Scanning and Analysis Tools, Cryptography, Access Control
Devices,

Unit IV

WEB SECURITY: Requirements, Secure Socket Layer (SSL) and Transport Layer Security
(TLS), Secure Electronic Transaction (SET), Intruders, Viruses and related threats.
FIREWALL.: Firewall Design principles, Trusted Systems.

Case Studies on Cryptography and security: Secure Multiparty Calculation, Virtual
Elections, Single sign On, Secure Inter-branch Payment Transactions, Cross site Scripting
Vulnerability.

Unit VvV

Text Books

Michael E Whitman and Herbert J Mattord, Principles of Information Security, Vikas

Tl Publishing House, New Delhi, 2003

Cryptography and Network Security - Principles and Practice: William Stallings, Pearson
T.2 . .
Education, 6th Edition

Reference Books

R.1 | Cryptography and Network Security: Forouzan Mukhopadhyay, Mc Graw Hill, 3rd Edition

Useful Links

1 | https://nptel.ac.in/courses/106106129

2 | https://nptel.ac.in/courses/106106178




Course Outcomes PO CL CI&.‘SS
Sessions
Identify the need of Information
MCS1208.1 | Security, OSI Security Architecture, | PO1,PO2,PO3 2 9
Conventional Encryption
MCS1208.2 Relate the_tradltlonal encryption method POLPO2,PO3 5 9
to conventional encryption.
Apply message authentication and hash
MCS1208.3 function for the data security. POL,PO2,PO3 4 9
MCS1208.4 Use security application and POL PO2 PO3 3 9
' Technologies. ’ '
MCS1208.5 | Apply web security and there tools. PO1,PO2,PO3 3 9
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NAAC Accredited (A+ Grade)
Program: M. Tech Computer Science & Engineering
Semester Course Name of Course L | T|P Credits
Code
1 MCS1208 Information And Cyber Security 3 - - 3
Summary of Revisions in the Contents
. e f collection of
Unit No. Modifications Proposed Source of collection o Reason
proposed content
New Subject Anna University, Chennai Industry needs

JNTU,Haidrabad

Strengthen PO5

Modern tool
usage
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Course Code | Name of Course L T P | Credits

MCS1209 | Cloud Computing 3 - - 3

Pre-Requisites: NIL

Course Objectives: At the end of the course students will be able to

1. | Understand the principles, techniques, protocols and algorithms that can be adapted from other

distributed computing paradigms to the development of successful clouds

2. | Apply cloud-practices and applications, and highlights early deployment experiences

3. | Understand about the cloud security and privacy concepts and implementation strategies.

Course Contents

Overview : Cloud computing ,Taxonomy, History of Cloud computing, Types, Services,
_ Application ,Comparisons: Cluster, Grid and Cloud , Issues ,
Unit| Cloud deployment model: Public clouds, Private cloud ,Community cloud ,Hybrid cloud
,Advantages of Cloud computing, Regularity issues: Government policies.
Cloud Architecture Models Layers in cloud architecture,
Services : 1.Software as a Service (SaaS), features of SaaS and benefits,
Unit Il | 2.Platform as a Service ( PaaS ), features of PaaS and benefits,
3.Infrastructure as a Service ( laaS), features of laaS and benefits, Service providers, challenges
and risks in cloud adoption.
Cloud Simulators- CloudSim and GreenCloud Introduction to Simulator, understanding
CloudSim simulator, CloudSim Architecture(User code, CloudSim, GridSim, SimJava)
Unit 111 | Understanding Working platform for CloudSim, Introduction to GreenCloud . Discovery and
Load- Clouds: High- throughput science using the Nimrod Tool Family
Application development- Security level of third party - security benefits
Need of VMW for Cloud computing : Simulator Basics of VMWare, advantages of VMware
virtualization, using Vmware workstation, creating virtual machines-understanding virtual
) machines, create a new virtual machine on local host, cloning virtual machines, virtualized a
Unit1v physical machine, starting and stopping a virtual machine.Building Cloud Networks Designing
and Implementing a Data Center-Based Cloud Installing Open Source Cloud service. Amazon
Web Services (AWS). Google Cloud Platform
Cloud Security and Storage : Cloud Infrastructure Security, Identity and access management
Architecture, IAM practices in the cloud, Cloud Security and Management, Security and Privacy
issues in Cloud.
Unit vV | Storage Systems and Storage Virtualization: Storage Devices, File Systems and Volumes,
Storage Networks , Storage Models on cloud.
Tools : Docker at a Glance: Process Simplification, Broad Support and Adoption, Architecture,
Getting the Most from Docker, The Docker Workflow
Text Books
T1 Cloud Cor_nputing: Principles, Systems and Applications, Antonopoulos, Nikos, Gillam, Lee
" | (Eds.), Springer
Cloud Computing: Principles and Paradigms, Rajkumar Buyya, James Broberg and Andrzej M.
T2 Goscinski, Wiley, 2011




T.3

Microsoft Azure: Enterprise Application Development, R. J. Dudley and N. A. Duchene, SPD
Publication.

Reference Books

R.1

Cloud Security and Privacy An Enterprise Perspective on Risks and Compliance By Tim Mather,
SubraKumaraswamy, ShahedLatif Publisher: O'Reilly Media

R.2

Cloud Computing: Concepts, Technology & Architecture by Thomas Erl, ZaighamMahmood
Ricardo Puttini

Useful Links

1 | https://archive.nptel.ac.in/courses/106/104/106104182/

2 | https://archive.nptel.ac.in/courses/106/105/106105167/

3 | https://archive.nptel.ac.in/courses/106/105/106105223/

Course Outcomes PO CL CI"’.‘SS
Sessions
MCS1209.1 Analyze the prlnuples, techniques, Types of POLPO2,PO3 4 9
Cloud computing
MCS1209.2 Differentiate services of _cloud computing POLPO3 4 9
Illustrate Cloud computing architecture
MCS1209.3 Analyze the cloud S|mula_tors and security POLPO2,PO3 5 9
purpose of Cloud computing
MCS1209.4 Estimate use _of Virtualization technique in POL. PO2 4 9
cloud computing
Evaluate the Security purpose of cloud and
MCS1209.5 | Categorize the various tools of Cloud PO1,P0O2,PO3 6 9
computing
Tulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108
An Autonomous Institute Affiliated to RTM Nagpur University, Nagpur
NAAC Accredited (A+ Grade)
Program: M. Tech Computer Science & Engineering
Semester | Course Code Name of Course L | T Credits
1 MCS1209 Cloud Computing 3 - 3
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of proposed content Reason
Tools used in
Unit V To know implementation of Anna University, Chennai Industry and its
cloud application
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Course Code Name of Course L T P | Credits

MCS1210 Deep Learning 3 - - 3

Pre-Requisites: Machine Learning, Artificial Neural Networks

Course Objectives:

1. Understand complexity of Deep Learning algorithms and their limitations

2. Be

capable of performing distributed computations;

3. Be

capable of performing experiments in Deep Learning using real-world data

Course Contents

Unit |

Introduction:Machine learning : History, Types of Machine Learning, Advantages and
Disadvantages of ML,Need of Deep learning.

Introduction to neural networks:

1.Artificial Neural network : Artificial neuron,Feed-forward neural network ,Back-
propagation learning

2: Deep Neural Network :Types, Perceptron Training Rule,Forward Neural network :
Forward Neural Networks ,Back propagation neural network ,Gradient Descent & Back
Propagation Algorithm : Gradient Descent,Stochastic Gradient , Vanishing Gradient problem

Unit 1l

Introduction to deep learning : Defination, Importance ,Types of Deep Learning :
Networks:Feed forward neural network.,Radial basis function neural networks,Multi-layer
perceptron.,Convolution neural network (CNN) ,Recurrent neural network.

Application of Deep learning in real time.

Unit 111

Deep learning architectures: LSTM, GRU, Encoder/Decoder Architectures ,Deep learning
types of Auto encoders and Denoising Auto encoders, Adversarial Generative Networks,
Autoencoder and DBM

Unit IV

" Types of Algorithms used in Deep Learning: Convolutional Neural Networks (CNNSs),Long
Short Term Memory Networks (LSTMs),Recurrent Neural Networks (RNNSs),Generative
Adversarial Networks (GANSs),Restricted Boltzmans machine (RBM) ,Radial Basis Function
Networks (RBFNs),Multilayer Perceptrons (MLPs),Self Organizing Maps (SOMs),Deep
Belief Networks (DBNs)

Unit Vv

Convolutional Neural Networks: CNN Architectures ,Convolution ,Pooling Layers
,Variants of the Basic Convolution Function ,Structured Outputs , Data Types , Efficient
Convolution Algorithms , Random or Unsupervised Features,LeNet, AlexNet

Deep learning tools- NumPy.,Keras, TensorFlow,Installation of Keras and TensorFlow for
Deep learning.

Text Books

T1

Goodfellow, 1., Bengio, Y., andAaron Courville, A Deep Learning, MIT Press, 2016.

T.2

Introduction to Artificial Neural Systems BY Jacek M. Zurada

T.3

Tamara Munzer, Visualization Analysis and Design -, CRC Press 2014 AlexandruTelea, Data
Visualization Principles and Practice CRC Press 2014

Reference

Books

R.1

Deep Learning: A Practitioner's Approach by Josh Patterson,Adam Gibson

Useful Links

1

‘ http://www.cit.edu.in/wp-content/uploads/2019/12/M.E.CSE-Curriculum-and-Syllabus-2019.pdf



https://www.amazon.in/Jacek-M-Zurada/e/B001H6TW78/ref=dp_byline_cont_book_1
https://www.amazon.in/Josh-Patterson/e/B01GF1GE6G/ref=dp_byline_cont_book_1

Course code Course Outcomes PO/PSO CL CI&.‘SS
Sessions

MCS1210.1 Analyze the Machine Learning and Categorize PO2, PO3 4 9
Neural network

MCS1210.2 Evalt_Jate Deep learning types and application in POLPO2, PO3 4 9
real time

MCS1210.3 | Hlustrate Deep learning architecture PO1,PO2, PO3 6 9

MCS1210.4 lefe_rentlate the Algorithm used in Deep POL. PO3 4 9
learning
Estimate CNN and Tools for Deep learning : PO1,PO2,

MCS1210.5 Keras,Numpy PO3,PO5 6 d
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Semester Course Code Name of Course L T P Credits
1 MCS1210 Deep Learning 3 - - 3
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of proposed Reason
content
) New Subject VNIT Syllabus Research oriented
Unit no I-1V programming skill
) one can use in Industry VNIT Syllabus Strength PO5
Unit no V
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Semester Course Code Name of Course L T P Credits

MCS12011 Digital Forensics 3 - - 3

Pre-Requisites: Basic of Cyber Security

Course Objectives:

1.

To learn about examination, preventing and fighting digital crimes

2.

To model about data acquisition and storing digital evidence

3.

To explore operating system file structure, file system and mobile device forensics and its
acquisition procedures

Course Contents

Unit |

Digital Forensics overview—Difference between computer Forensics and Digital Forensics,
Digital Forensics in today’s world, Computer Forensics investigation process, Forensics
readiness planning and its benefits.Computer forensics fundamentals, computer crimes,
computer forensics evidence and courts, legal concerns and private issues.

Understanding Digital Forensic Investigation-Digital Forensics Life Cycle-
Understanding key steps in Forensics investigation, Role of forensic investigator — Ethics of

Unit 11 a forensic investigator—challenges faced by forensic investigators. Understanding Computing

Investigations — Procedure for corporate High-Tech investigations, understanding data
recovery work station and software, conducting and investigations.

Data acquisition- understanding storage formats and digital evidence, determining the best

Unit 111 acquisition method, acquisition tools, validating data acquisitions, performing RAID data

acquisitions, remote network acquisition tools, other forensics acquisitions tools.

Unit IV

Processing crimes and incident scenes, securing a computer incident or crime, seizing digital
evidence at scene, storing digital evidence, obtaining digital hash, reviewing case.

Unit VvV

Current computer forensics tools- software, hardware tools, validating and testing forensic
software, addressing data-hiding techniques, performing remote acquisitions, E-Mail
investigations- investigating email crime and violations, understanding E-Mail servers,
specialized E-Mail forensics tool.

Text Books

T1

Warren G. Kruse Il and Jay G. Heiser, “Computer Forensics: Incident Response Essentials”, Addison
Wesley, 2002.

T2

Nelson, B, Phillips, A, Enfinger, F, Stuart, C., “Guide to Computer Forensics and Investigations, 2nd ed.,
Thomson Course Technology, 2006, ISBN: 0-619-21706-5.

Reference Books

R1

Vacca, J, Computer Forensics, Computer Crime Scene Investigation, 2nd Ed, Charles River Media, 2005,
ISBN: 1-58450-389.

Useful Links

1

https://www.nitt.edu/home/academics/departments/cse/programmes/mtech/curriculum/semester 1/electives/
digital forensics/

2

https://onlinecourses.swayam?2.ac.in/cec20_Ib06/preview




Course Outcomes PO/PSO CL SCI%SS
essions
Analyze how to apply forensic analysis tools to
MCS1211.1 | recover important evidence for identifying computer PO1,PO2, PO3 4 9
crime.
MCS1211.2 ngelqp w.el.l-trained next—géneration computer PO1,PO2, PO3 6 9
crime investigators.
MCS1211.3 | Explain data acquisition techniques as forensic tool POl,PO2/PO3 4 9
Evaluate crime scenes and how to store digital
MCS1211.4 e it PO1,P)2, PO3 5 9
MCS1211.5 | Design computer forensic tools PO1,P0O2, PO3 6 9
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Semester Course Code Name of Course L T P Credits
II MCS1211 Digital Forensics 3 - - 3
Summary of Revisions in the Contents
Unit No. Modifications Proposed Source of collection of proposed Reason
content
New Subject Technical and Generic Skills from | Strengthen PO1
Search Conference , INTU l:ngmlezring "
q nowledge an
g Research oriented
programming skill
A0
HOD
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